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Product Introduction

1.1 Product overview

WLINK industrial Router is based on industrial grade design, built-in high-powered 32bit
MIPS processor, and multi-band 4G/3G communication module, support WCDMA,HSPA+,
4G FDD/TDD etc., provide quick and convenient internet access or private network
transmission to customer, provide wire-line network or wireless WLAN share high speed
access, meanwhile, customized high security VPN (Open VPN. IPSec. SSL), to construct
safe channel, widely used in financial, electric power, environment, oil, transportation,
security, etc..

WLINK industrial series router provide GUI, optional CLI configuration interface, customer
can configure by IE explore or Telnet/SSH, various configuration method, concise and
friendly interface make configuring and managing of all router terminal easier ,meanwhile,
WLINK provide M2M terminal management platform to manage all router terminal with
remote management. User can monitor all terminals which connected to platform
successfully by this platform, provide long-distance control, parameter configuration, and
long-distance upgrade service.

1.2 Model introduction

WLINK industrial grade router series have single module / single SIM card, single module
/ double SIM card, double module / double SIM card design, support multi-band frequency
WCDMA, HSPA+, 4G FDD/TDD etc., and downward compatibility to GPRS. EDGE .
CDMA 1x, etc., optional GPS module Expansion positioning function, to suit different
requirement and different network environment of different operators. Our Router series
have many model for option, below is the product model indications in detail, for more
optional models, please consult local distributors /resellers.
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Model 4G 3G Interface  WiFi . DL uL
FDD HSPA+/HSPA/HSDPA 1XLAN
WL-R10LH1 No Yes 100M 50M
e 2600/2100/1900/1800/900/800MHz 850/900/1900//2100MHz 1XRS-232 B =
FDD HSPA+/HSPA/HSDPA 1xLAN
iy 2600,/2100/1800/900/800MHz 800/B50/900/1900/2100MHz ~ 1xRS-232 ol [RYey) 1M =00
TRy FDD: 1800/2100/2600MHz HSPA+/HSPA/HSDPA 1xLAN No  Yyes FDD0OM FDD:sOM
TDD: 1900/2300/2600MHz 2100/1900/850/900MHz 1xRS-232 ° ' IDDOM  TDD:6OM
: DC-HSPA+/HSPA+/HSDPA 1LAN
WL-R1I00LHZ  FDD: 700/850/1700/1900MHz sl sl s No Yes 100M 50M
AN
WL-R100H / HSPA+ 2100/1900/850MHz No Na 21M 5.76M
1xR5-232
WL-R100H1 / HSPA+ 2100/1900/900/850MHz No No 2IM 5.76M
100 + I Reiany o .
WL-R100Ha / HSPA+ 900/2100 or 850/1900MHz No No 21M 5.76M
i+
or Z 1%R5-232 [s] (] =
1xLAN
WL-R100E EVDO BOOMH Mo No 3.1M 1.8M
/ g 1xRS-232 7
1.3 Product Appearance
Table 1-1 WLINK Router Appearance
Series R100 R200 R210 R520

Appearance

1T*WAN + 4*LAN +

1*LAN 2*LAN/ 1"LAN+ 1*WAN | 2*LAN(Default) +Dual
Ports . SIM single module/dual SIM,
1*RS232 GPS or WLAN(11n dual module/dual SIM
1T1R) GPS, WLAN Optional

Product
category

Single port router

Dual-port Wi-Fi router

Multi-port Wi-Fi router

Multi-functional Wi-Fi
router

1.4 Typical Application Diagram

WLINK 4G/3G Router widely used in Telecom, economic, advertisement, traffic, environment
protection business area.

For example, in economic area, R100 Series Router connect server by IPSec & GRE to
ensure data security, tiny design makes it could installed into ATM machine. All these
technology ensured safe and reliable data transmission, and minimize the probability of
network disconnection, and maximize the usability of economic business like ATM, POS .etc.
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Figure 1-1 Network Topology

WLINK industrial router is based on mobile wireless public network or private network,
build wireless data channel in mature network, to lower down the cost of wireless data
transmission and technique.

1.5 Features

Various cellular module optional, LTE/HSPA+/EVDO/CDMA2000 optional
Support virtual data and private network (APN/VPDN)

Optional support RS-232/RS-485 interface data transparent transmission and
protocol conversion

Support on-demand dialing, include timing on/off-line, voice or SMS control
on/off-line, data trigger online or link idle offline

Support TCP/IP protocol stack, support Telnet, HTTP, SNMP, PPP, PPPoE, etc.,
network protocol

Support VPN Client (PPTP, L2TP) ,optional support Open VPN, IPSec, HTTPs,
SSH, etc. advanced VPN function

Provide friendly user interface, use normal web internet explorer to easily
configure and manage, long-distance configure Telnet/SSH.

Optional IPv6 protocol stack
Optional support M2M terminal management platform
WDT watchdog design, keep system stable

Customization as customer’s demand

www.wlink-tech.com -
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Hardware Installation

This chapter is mainly for installation introduction, there would be some difference
between the scheme and real object. But the difference doesn’t have any influence to

products performance.

2.1 Panel

Table 1-1 WL-R100 -Structure

WLINK Tech WL-R100 series

L] =)

Liep Sy

Front

W+ V- GNDRX TX LAN _

A B
Rear LH_r’_'
FEEEE ©  |[5uE

RST

m NOTE

There are some different for Antenna interface and indicator light for the
expanded GPS series.

Table 2-1 Router Interface

Port Instruction Remark
USIM Plug type SIM Slot, support 1.8/3V/5V automatic

detection
Main 4G/3G antenna, SMA connector, 50Q

www.wlink-tech.com -
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Port Instruction Remark
Aux/GPS 4G Aux Antenna or GPS Antenna, SMA connector, | Optional

50Q
LAN 10/100Base-TX, MDI/MDIX self-adaption,
RST Reset button,(press on button 5 seconds)
PWR Power connector 7.5 ~32v DC
COM Three pins serial port, suitable for collection device

with RS-232 or RS-485 interface, for wireless data

transmission.

2.2 LED Status

silk-screen | color status Indication
Green Strong Signal
Orange Normal Signal
NET Red Weak Signal
Solid light Connected 4G successfully
Blinking Dialing
quickly(0.5s)
Green | solid light Connected
LAN Green | Blinking Data Sending
Green | park Not connected
PWR | Green | solid light Router OS is running.

Table 2-2 Router LED indictor Status

www.wlink-tech.com -
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Figure 2-2 WL-R100 Series Router Dimension Figure

2.4 How to Install
2.4.1 SIM/UIM card install

If use dual SIM/UIM card router, you may need insert dual SIM before configure it. After
installation, please follow below steps to connect the router.

)

S’ CAUTION

Before connecting, please disconnect any power resource of router

2.4.2 Ethernet Cable Connection

Use the Ethernet cable to connect the cellular Router to computer directly, or transit by a
switch.

2.4.3 Serial Port Connection

If you want to connect the router via serial port to laptop or other devices, you should
prepare a serial port, this cable is optional. One end connect to computer serial port, the
other end connects the RX/TX and GND of the router

www.wlink-tech.com -
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CAUTION

2.4.4 Power Supply

In order to get high reliability, WLINK Series Router adapt supports wide voltage input
range: +7.5V~+32VDC, support hot plug and complex application environment.

2.4.5 Review

After insert the SIM/UIM card, connect Ethernet cable and necessary antenna, connect
power cable.

)

S CAUTION

Please connect the antenna before connect the power cable, otherwise the signal
maybe poor because of impedance mismatching.

Notice:
Step 1 Check antenna connection.
Step 2 Check SIM/UIM card, confirm SIM/UIM card is available.
Step 3 Power on the industrial Router

----END

www.wlink-tech.com -
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Router Configuration

This Chapter introduces the parameter configuration of the router, the router can be
configured via IE, Firefox, or chrome.

3.1 Local Configure

The router supports to be configured by local Ethernet port, you could specify a static IP or
DHCP get IP for your computer. The default IP address is 192.168.1.1, subnet mask is
255.255.255.0, please refer to followings:

Step 1 Click “start > control panel”, find “Network Connections” icon and double click it to
enter, select “Local Area Connection” corresponding to the network card on this
page. Refer to the figure below.

110 NE
e LULH H 0

File Edit ‘iew Favorites Tools  Advanced  Help

g Eack > | I'ﬁ' ...-""_] Search || Folders v

Address & Network Connections

Connected, Firewalled

A
é—’ Local Area Canneckian

m
i)

Metwork Tasks

E Create a new connection

£ Set up a home or small
= office netwark,

& Change Windows Firewal

Sabbings i D_isal:_rled, firewalled

Figure 3-3 Network Connection

Step 2 Obtain a IP address automatically or set up IP address,192.168.1.xxx(XXX can be
any number between 2~254)

Step 3 Run an Internet Explorer and visit “http://192.168.1.1/”, to enter identify page.

User should use the default user name and password when log in for the first time

www.wlink-tech.com -
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7X

Liser name: | € admin M
Password; |m

Remermber rmy passwaord

Lok || cancel |

Figure 3-4 User Identify Interface
-—--END

3.2 Basic Configuration
LN core
NOTE
Different software version has different web configuration interface, below take WL-R100
as example.
After access the WEB interface, you can check the current status of Router, or modify
router configuration via web interface, below is the introduction for the common setting.

System Status
Router Name Router
Device List Hardware Verion
PscHe LR Firmware Version Router4.2.2.3
Advanced Network
Router Time Tue, 29 Mar 2016 20:40:06 +0800 Clock Sync.
Firewall
e Uptime 00:01:36
ks Total | Free Memory 60.08 MB / 53.55 MB (89.14%)
Administration
Debugging
Internet Status
Logout
Connecton Type Cellular Matwork
MAC Address 00:90:4C:08:50:2E
Modermn IMET 864881021779259
Modem Status Ready
Ccellular ISP "CHN-UNICOM"
Cellular Network "WCDMA"
USIM Status Ready
csQ a.
1P Address 10.232.200.48
Subnet Mask 255.255.255.255
Gateway 10.64.64.64
DNS 210.21.196.6:53, 221.5.88.88:53
Connection Status Connected
Connection Uptime 00:00:45

www.wlink-tech.com -



IN K Sllullll]l_'ll. r'c\link '!'u‘]lnu]ul;__z_(.'u..I.'I'I]
Idl s I = S M R R T AN S .
R MK EATIRAR WL-R100 Series Router User Manual

Figure 3-5 Router Status GUI

3.2.1 Cellular Network Configure

Step 1 Single Click Basic Network-> Cellular, you can modify relevant parameter
according to the application.

Status Cellular Settings
Cellular %L’g'” Network 17005 WCDMA/HSP A+
LAN
DDNS ICMP Check
Routing
Advanced Cellular Traffic
Network Check
Firewall Connect Mode Keep Alive(Auto-Online) ¥
VPN Tunnel CIMI Send to
Administration
Debugging SMS Code
L ut PIN Code
Operator Lock e 46001
Dial Number 00z
Mode Auto ¥
APN AGMET
User CARD
Password seae
Auth Type Auto r

Local IP Address

Save Cancel
Figure 3-1 Cellular Settings GUI
Table 3-1 Cellular Setting Parameter Instruction
Parameter Instruction
ICMP check To enable or disable ICMP check rules. Enable the ICMP check

and setup a reachable IP address as destination IP. Once
ICMP check failed, router will reconnect/reboot system as
optional..

Cellular Traffic Check There is Rx/Tx as options. Once no Rx/Tx data, router will
router will reconnect/reboot system as options.

Connect Mode ® Keep alive (Auto-online).The router will automatically
connect 3G/4G network and keep online.

® Connect On Demand. Idle offline if no data from LAN to
3G/4G within defined time.

www.wlink-tech.com -
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Parameter Instruction
® Schedule, Define online and offline time. This function
need to enable NTP function,
® Call/SMS Triggered. Call/SMS trigger router online.
® Manually. Connect 3G/4G network by manual.
CIMI Send Send CIMI to defined IP and port by TCP protocol.
SMS Code SMS identifying code. Router just identifies the unique code to
implement SMS command.
PIN Code Unlock the SIM PIN code.

Operator Lock

Lock operators via MCC/MNC

Service Code

The default service code as *99#.

APN

APN, provided by local ISP, usually CDMA/EVDO network do
not need this parameter.

User SIM card user name is provided by ISP
Password SIM card password is provided by ISP
Auth Type Support PAP/Chap/MS-Chap/MS-Chapv2
Local IP Add Defined SIM IP from operator.

m NOTE

[ICMP Check]

Enable ICMP, Router will automatically check whether the defined IP address is
reachable per 60s. If the IP address is unreachable and ICMP check is timeout at
the first time, it will check 2 times every 3 seconds. If the third time is still failed, the

router will redial.

The ICMP Check IP is a public IP or company server IP address.

ICMP Check L4
Check IP g8.8.8.8
Check IP (Optional) 4.4.4.4
Interval 60 (Feconds)
Retries 2 { Tirmes)
Fail Action Reboot Systemn v

[ Cellular Traffic Check]
[ Check Mode] there are Rx(Receive), Tx(Transmission) and Rx/Tx check modes.

[ RxJRouter will check the 3G/LTE cellular receiver traffic. If no receiver traffic within
the defined check interval, the router will implement the specified action reconnect

www.wlink-tech.com -
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or reboot.
Cellular Traffic Check L
Check Mode Rt ¥
Check Interval 10 {mynutes)Range: 1 ~ 1440
Fail Action Cellular Reconnect ¥

Step 2 After Setting, please click “save” icon.

---End

3.2.2 LAN Setting

Step 1 Single Click “ Basic Network>LAN” to enter below interface

Status LAN
Basic Network

Cellutar Router IP Address 192.168.1.1

LAN

Subnet Mask 255.255.255.0
DDNS
v

onr DHCP Server
Advanced Network 1P Pool 192.168.1.2 -1192.168.1.53 (52)
Frewall Lease 1440 (minutes)

VPH Tunnel
Administration
Debugging

Logout

Save Cancel
Figure 3-2 LAN Setting GUI
Table 3-2 LAN Setting Instruction
Parameter Instruction
Router IP Address | Router IP address, default IP is 192.168.1.1
Subnet Mask Router subnet mask, default mask is 255.255.255.0
DHCP Dynamic allocation IP service, after enable, it will show the

IP address range and options of lease

IP Address Range | IP address range within LAN

Lease The valid time

Step 2 After setting, please click “save” to finish, the device will reboot.

---End
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3.2.3 Dynamic DNS Setting

Step 1 Single click “Basic Network->DDNS to enter the DDNS setting GUI.

Status Dynamic DNS
Basic Network
SEET 1P Address
LAN
Auto refresh avery
DDNS
Routing
N bt Dynamic DNS 1
Firewall
VPN Tunnel E—
Administration
Debugging
L ut =
0 Dynamic DNS 2
Service

Table 3-3 DDNS Setting Instruction

Use WAN IP Address 10.232.200.48 (recommended)

minutes (0 = Disabled)

v

Save Cancel

Figure 3-3 Dynamic DNS Setting

parameter Instruction

IP Address Default is standard DDNS protocol, for customized protocol, please
contact WIlink engineer. Usually, use default IP 0.0.0.0

Auto refresh Set the interval of the DDNS client obtains new IP, suggest 240s or

time above

Service Select the DDNS service provider that listed.

provider

Step 2 Please Click “Save* to finish.

---End

3.2.4 Routing Setting

Step 1 Single click “Basic Network->Routing to enter the DDNS setting GUI.
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Routing
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Firewall
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Current Routing Table

Destination Gateway / Hext Hop Subnet Mask Metric Interface
10. 64. B4. B4 * 255, 255, 255, 255 a ppp0 (A
192.168.1.0 * 255, 255.255.0 a br (LAW)
127.0.0.0 * 255.0.0.0 a lo
default 10.64. 64. B4 0.0.0.0 o pppl (HAN)

Static Routing Table
Destination Gateway Subnet Mask Metric Interface Description
; -

hdd

Miscellaneous

Mode Gatewsy ¥

RIPv1 & v2 Disabled ¥

Efficient Multicast
Forwarding

DHCP Routes Ld

Spanning-Tree Protocol

Save Cancel

Figure 3-4 Routing Setting

Table 3-4 Routing Setting Instruction

Parameter Instruction

Destination Router can reach the destination IP address.

Gateway Next hop IP address which the router will reach

Subnet Mask Subnet mask for destination IP address

Metric Metrics are used to determine whether one particular route should
be chosen over another.

Interface Interface from router to gateway.

Description Describe this routing name.

Step 2 Please Click “ Save “ to finish.

3.3 Advanced Network Setting
3.3.1 Port Forwarding

Step 1 Please click “Advanced Network > Port Forwarding” to enter the GUI, you may
modify the router name, Host name and Domain name according to the
application requirement.
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Advanced Network

Port Redirecting
DMZ
Triggered
Serial App.
UPNP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Logout

PortForwarding
On Prote Sre Addrass Ext Ports lr,::t Int Address Description
UDE 1000, 2000 192.165.1. 2 ax: 1000 and 2000
Both L0005 192.168. 1.2 : 1000 to 2000, d 3000
" R g8 1. o 2000, an
Both 1.1.1.0/24 1000-2000 192 188.1.2 ex: 1000 to 2000, restricted
TCF 1000 2000 192.168.1.2 ex: different internal port
< | TCP 1

Ext Ports - The ports to be forwarded, as seen from the WAN. ex: "2345", "200,300", "200-300,400",

entry is supported when forwarding to a different internal port..
+ Int Address -The destnation address inside the LAN.

Save

Figure 3-5 Port Forwarding GUI

Table 3-5 “Port Forwarding” Instruction

Parameter

Instruction

Protocol

Support UDP, TCP, both UDP and TCP

Src. Address

Source IP address. Forward only if from this address.

Ext. Ports External ports. The ports to be forwarded, as seen from the
WAN.
Int. Port Internal port. The destination port inside the LAN. If blank,

the destination port is the same as Ext Ports. Only one port
per entry is supported when forwarding to a different
internal port.

Int. Address

Internal Address. The destination address inside the LAN.

Description

Remark the rule

Step 2 Please click "save” to finish

—End

3.3.2 Port Redirecting

Step 1 Please click “Advanced Network > Port Redirecting” to enter the GUI, you may
modify the router name, Host name and Domain name according to the
application requirement.

hdd

Src Address (optional) - Forward only if from this address. ex: "1.2.3.4", "1.2.3.4 - 2.3.4.5", "1.2.3.0/24", "me.example.com"”.

Int Port (optiona/) - .The destination port inside the LAN. If blank, the destination portis the same as £xt Porfs. Only one port per

Cancel
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Status PortRedirecting
Basic Network

On  Prote Int Port Dst Address
Advanced Network

[T/ () v

Port Forwarding
Port Redirecting
DMZ
Triggered
Serial App.
UPNP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunnel
Administration

Debugging

Logout
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Ext Port Description

Save Cancel

Figure 3-6  Port Forwarding GUI

Table 3-6 “Port Redirecting” Instruction

Parameter Instruction
Protocol Support UDP, TCP, both UDP and TCP
Int Port Internal port.

Dst. Address

The redirecting IP address.

Ext. Ports External port for redirection.

Description Remark the rule

Step 2 Please click "save” to finish

—End

3.3.3 DMZ Setting

Step 1 Please click “Advanced Network> DMZ” to check or modify the relevant

parameter.
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Status DMZ

Basic Network

T Enable DMZ
Port Forwarding
Port Redirecting
DMZ

Internel Address 162.168.1.0

Source Address
Restriction (optional; ex: "1.1.1.1", "1.1.1.0/24", "1.1.1.1 - 2.2.2.2" or "me.eample.com")

Triggered

Serial App.
UPnP/NAT-PMP
Bandwidth Limiter
VRRP

Static DHCP

Leave Remote Access (Redirect remote access ports for SSH and HTTP(s) to router)

Frewall

VPN Tunnel
Administration
Debugging

Logout

Save Cancel

Figure 3-7 Port Redirecting GUI

Table 3-7 “DMZ” Instruction

parameter Instruction

Destination The destination address inside the LAN.

Address

Source If no IP address inside, it will allow all IP address to access.
Address If define IP address, it will just allow the defined IP address
Restriction to access.

Leave Remote

Access

Step 2 Please click "save” to finish

----End

3.3.4 IP Passthrough Setting

Step 1 Please click “Advanced Network> IP Passthrough” to check or modify the relevant
parameter.
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IP Passthrough
Enabled 4
MAC Address 34:00:09:AC:52:23
Port Forwarding
Gateway

Port Redirecting
DMZ
IP Passthrough
Triggered
Captive Portal
Serial App.
UPNP/NAT-PMP
Bandwidth Control
VRRP
Static DHCP
Frewall
VPN Tunnel
Administration
Debugging

Logout

Save Cancel

Figure 3-8 |IP Passthrough GUI

Table 3-8 “IP Passthrough” Instruction

Instruction

Enable Enable IP Passthrough

MAC Address Enable DHCP of device. Configure device Mac.
Device will be assigned SIM IP.

Gateway If WL-R520 connect to multiple device, input other device
gateway. The device might access to router GUI.

Step 2 Please click "save” to finish

----End

3.3.5 Triggered Setting

Step 1 Please click “Advanced Network> Triggered” to check or modify the relevant
parameter.
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Status Triggered Port Forwarding
Basic Network
e On Protocol Trigger Ports Forwarded Forts Description A
TCP 3000-4000 S000-6000 ex! open S000-B000 if 3000-4000
Port Forwardin 3
L @ e v
Port Redirecting
Add

DMZ

Triggered

Serial App. = (200-300).

= These ports are automatically closed after 3 few minutes of inactvity.

UPNP{NAT-PMP

Bandwidth Limiter

VRRP

Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Logout

Save Cancel

Figure 3-9 Triggered GUI

Table 3-9 “Triggered” Instruction

parameter Instruction

Protocol Support UDP, TCP, both UDP and TCP

Triggered Ports | Trigger Ports are the initial LAN to WAN "trigger".

Transferred Forwarded Ports are the WAN to LAN ports that are

Ports opened if the "trigger"” is activated.

Note Port triggering opens an incoming port when your
computer is using a specified outgoing port for specific
traffic.

Step 2 Please click "save” to finish.

---End

3.3.6 Serial App. Setting

Step 1 Please click “Advanced Network> Serial App” to check or modify the relevant
parameter.
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Status

Basic Network

Advanced Network
Port Forwarding

Port Redirecting
DMZ
Triggerad
Serial App.
UPNP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Logout

Serial to TCP/IP

Serial to TCP/IPMode Client v

Server IP/Port 8.8.8.8 140002
$ 40003

Socket Type TP ¥

Socket Timeout 500 (milliseconds)

Serial Timeout 500 (mlliseconds)

Paket Payload 1024 (bytes)

Heart-Beat Content

Heart-Beat Interval 2 (5econds)

Baud Rate 115200

Parity Bit none ¥

Data Bit Hir

Stop Bit 3 4

Save

Figure 3-10 Serial App Setting GUI

Table 3-10 “Serial App” Instruction

Parameter

Instruction

Serial to TC/IP
mode

Support Disable, Server and Client mode. Such as Client.

Server IP/Port

IP address and domain name are acceptable for Server IP

Socket Type

Support TCP/UDP protocol

Socket Timeout

Router will wait the setting time to transmit data to serial
port.

Serial Timeout

Serial Timeout is the waiting time for transmitting the data
package that is less the Packet payload. If the last package
equals to the Packet payload, Serial port will transmit it
immediately. The default setting is 500ms.

Packet payload | Packet payload is the maximum transmission length for
serial port data packet. The default setting is 1024bytes.

Heart-beat Send heart beat to the defined server to keep router online.

Content Meantime, it's convenient to monitor router from server.

Heart beat Heart beat interval time

Interval

Baud Rate 115200 as default

Parity Bit None as default

Data Bit 8bit as default

Stop Bit 1bit as default

Sl WL-R100 Series Router User Manual

Cancel
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m NOTE

Serial port connection

PINs

DB9(male)

V+

V-

GND

RX

X

Step 2 Please click "save” to finish.

---End

3.3.7 UPnp/NAT-PMP Setting

Step 1 Please click “Advanced Network> Upnp/NAT-PMP” to check or modify the
relevant parameter.

Status

Basic Network

Advanced Network
Port Forwarding
Port Redirecting
DMz
Triggered

Serial App.

UPnP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Logout

Forwarded Ports

Ext Ports Int Port

Settings

Enable UPnP

Enable NAT-PMP

Inactive Rules Cleaning
Cleaning Interval
Cleaning Threshold

Secure Mode

Show In My Network
Places

Internal

R 4 Protocel Description

il Refresh

¥

I

£4

600 seconds

20 redirections

|#! when enabled, UPnP dlients are allowed to add mappings only to their IP)

Save Cancel

Figure 3-11 UPnp/NAT-PMP Setting GUI

Step 2 Please click "save” to finish.

---End

3.3.8 Bandwidth Control Setting

Step 1 Please click “Advanced Network> Bandwidth Control” to check or modify the
relevant parameter.
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Status

Basic Network
WLAN

Advanced Network

Port Forwarding
Port Redirecting
DMZ

IP Passthrough
Triggered

Captive Portal
Serial App.
UPNP/NAT-PMP
Bandwidth Control
VRRP
Static DHCP
Frewall
VPN Tunnel
Administration
Debugging

Logout

Bandwidth Control

Enable Control (=]
IF | IF Renge | MAC Address DLRate DLCeil ULRate ULCeil Priority
Hormal v
hdd
Default Class
Enable Default Class
Save Cancel

Figure 3-12 Bandwidth Control Setting GUI

Step 2 Please click "save” to finish.

---End

3.3.9 VRRP Setting

Step 1 Please click “Advanced Network> Static DHCP” to check or modify the relevant
parameter.

Status
Basic Network
Advanced Network
Port Forwarding
Port Redirecting
DMZ
Triggered
Serial App.
UPNP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Logout

VRRP
Enable VRRP
Mode Backup ¥
Virtual IP 192.168.1.3

Virtual Router ID

Priority 100
Authentication (]
Script Type Default v
Check Interval =
Weight 10

Save Cancel

Figure 3-13 VRRP Setting GUI

Step 2 Please click "save” to finish.
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3.3.10 Static DHCP Setting

Step 1 Please click “Advanced Network> Static DHCP” to check or modify the relevant

parameter.
Status Static DHCP
Basic Network
MAC Address IF Address Hostname A Description
Advanced Network
00:00:00:00:00:00
Port Forwarding 192.168.1.2

00:00:00:00:00:00
Port Redirecting

DMZ

hdd

Triggered

Serial App.
UPNP/NAT-PMP

Bandwidth Limiter

VRRP

Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Logout

Save Cancel

Figure 3-14 Static DHCP Setting GUI
Step 2 Please click "save” to finish.

---End

3.4 Firewall
3.4.1 IP/URL Filtering

Step 1 Please click “Firewall> IP/URL Filtering” to check or modify the relevant
parameter.
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Status
Basic Network
WLAN
Advanced Network
Firewall
IP/URL Filtering
Dormain Fitering
VPH Tunnel
Administration
Debugging

Logout

IP/MAC/Port Filtering

On Src HAC
Ld

Src IP DIst IP

Key Word Filtering

On Eey Tord

URL Filtering

On URL
il

Access Filtering

On Src HAC
Ld

Src IP DIst IP

Protocel Src Port Dst Port Policy Descriptien

NOME ¥

Description

Deseription

Acce v

Add

Add

Add

Protocol Src Port Dst Port Policy Descriptien
NONE ¥ Acce ¥
Add
Save Cancel

Table 3-11 “IP/URL Filtering” Instruction

Parameter Instruction

IP/MAC/Port Support IP address, MAC address and port filter.
Filtering Accept/Drop options for filter policy.

Key Word Support key word filter.

Filtering

URL Filtering Support URL filter.

Access Filtering | Support Access Filter.

Step 2 Please click "save” to finish.

---End

3.4.2 Domain Filtering

Step 1 Please click “Firewall> Domain Filtering” to check or modify the relevant
parameter.
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Status Domain Filtering
Basic Network
Advanced Network o @
i Default Policy Black List *
IPfURL Filtering
Domain Filtering
VPN Tunnel On  Domain Description
Administration ¥
Debugging add

Logout

Save Cancel

Figure 3-15 Domain Filtering Setting GUI

Table 3-12 “GRE” Instruction

Parameter Instruction

Default Policy Support black list and white list

Local IP Local IP address for LAN.
Address
Domain Support Domain filter.

Step 2 Please click "save” to finish.

---End

3.5 VPN Tunnel
3.5.1 GRE Setting

Step 1 Please click “VPN Tunnel> GRE” to check or modify the relevant parameter.

Status GRE Tunnel
Basic Network
oA On IDI & Tunnel Address Tunnel Source Tunnel Destination Eeepalive Interval Retries Description
el
Advanced Network
Add

Frewall
VPN Tunnel

GRE GRE Route

SHED A T T e A Destination Address enn b

PPTP/L2TP Client @7 v

PSec add
Administration
Debugging
Logout

Save Cancel
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Figure 3-16 GRE Setting GUI

Table 3-13 “GRE” Instruction

Instruction

IDE

GRE tunnel number

Tunnel Address

GRE Tunnel local IP address which is a virtual IP
address.

Tunnel Source

Router’'s 3G/WAN IP address.

Tunnel Destination

GRE Remote IP address. Usually a public IP address

Keep alive GRE tunnel keep alive to keep GRE tunnel connection.

Interval Keep alive interval time.

Retries Keep alive retry times. After retry times, GRE tunnel
will be re-established.

Description

Step 1 Please click "save” to finish.

----End

3.5.2 OpenVPN Client Setting

Step 1 Please click “VPN Tunnel> OpenVPN Client” to check or modify the relevant
parameter.

Status
Basic Network
WLAN
Advanced Network
Frewall
VPN Tunnel
GRE
OpenVPN Client
PPTPR/L2TP Client
PSec
Administration
Debugging

Logout

OpenVPN Client

Start with WAN
Interface Type
Protocol

Server Address/Port
Frewall
Authorization Mode

Username/Password
Authentication

HMAC authorization

Create NAT on tunnel

Start Now

Client 2

Advanced Keys Status

TUN ¥
UDE ¥

1194
Automatic ¥

TLS x

Disabled v

=

Save Cancel
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Figure 3-17 OpenVPN Setting GUI

Table 3-14 “OpenVPN” Instruction

Parameter

Instruction

Start with WAN

Enable the Openvpn feature for 4G/3G/WAN port.

Interface Type Tap and Tun type are optional.
Tap is for bridge mode and Tunnel is for routing mode.
Protocol UDP and TCP optional.

Server Address

The Openvpn server public IP address and port.

Firewall

Auto, External only and Custom are optional

Authorization Mode

TLS, Static key and Custom are optional.

User name/Password
Authentication

As the configuration requested.

HMAC authorization

As the configuration requested.

Create NAT on tunnel

Configure NAT in Openvpn tunnel.

Status OpenVPN Client
Basic Network =
GISUNN  Clent2 |
AN Basic Keys Status
Advanced Network
Frewall Poll Interval a (in minutes, 0 to disable)
VPN Tunnel Redirect Internet
GRE traffic
Accept DNS y i
OpenVPH Client canfigliation Disabled
PPTP/L2TP Client o -
Encryption cipher Use Default r
IPSec R e
A E— Compreﬂssmn_ ] Adaptive
Debugging %nfeRenegotlatlon -1 (in seconds, -1 for default)
Logout Connection retry 20 (in seconds; -1 for infinite)
Verify server
certificate (tls-
remote)
Custom
Configuration
£
Start Now
Save Cancel
Parameter Instruction
Poll Interval Openvpn client check router’s status as interval time.

Redirect Internet Traffic

Configure Openvpn as default routing.
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Parameter Instruction
Access DNS As the configuration requested.
Encryption As the configuration requested.

Compression

As the configuration requested.

TLS Renegotiation
Time

TLS negotiation time. -1 as default for 60s.

Connection Retry Time

Openvpn retry to connection interval.

Verify server certificate

As the configuration requested.

Custom Configuration

As the configuration requested.

Status OpenVPN Client
e cere: TSN
o] Basic Advanced m Status
Advanced Network ; -
v For help generating keys, refer to the OpenVPN HOWTO.
VPN Tunnel

GRE

OpenVPN Client

PPTR/L2TP Client Certificate Authority

IPSec
Administration v
Debugging
Logout

Client Certificate
4
Client Key
4
Start Now

Parameter Instruction
Certificate Authority Keep certificate as the same as server

Client Certificate

Keep client certificate as the same as server

Client Key

Keep client key as the same as server
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Status

Basic Network

WLAN

Advanced Network

Firewall

VPN Tunnel
GRE

OpenVPN Client
PPTP/L2TP Client

PSec
Administration
Debugging

Logout

OpenVPN Client
| Client2 |

Advanced

Client 1
Basic

Client is not running or status could not be read.

Start Now

Keys

Refresh Status

Save Cancel

Parameter

Instruction

Status

Check Openvpn status and data statistics.

Step 1 Please click "save” to finish.

---End

3.2.2 VPN Client Setting

Step 1 Please click “VPN Tunnel> VPN Client” to check or modify the relevant parameter.

Status
Basic Network
WLAN
Advanced Network
Frewall
VPN Tunnel
GRE
OpenVPN Client
PPTP/L2TP Client
PSec
Administration
Debugging

Logout

L2TP/PPTP Basic

On A Protocel  Hame Server
# TP v

L2TP Advanced

Ond Hame Aecept DES NIV ERU
] NO ¥

PPTP Advanced

OnA Hame Accept DES NIV ERYV
Il MO b

SCHEDULE

On A Fame 1 Hame 2 Policy
) FAILOVER

v

Username

Tunnel Auth Tunnel Password

NFPE
=]

Description

Defaul t

Password Firewall Local IP
Route
| 1)

Add

Custom Options
Add

NPPE Stateful Custom Options
o

Add
Add
Save Cancel
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Table 3-15 “PPTP/L2TP Basic” Instruction

parameter Instruction

On VPN enable

Protocol VPN Mode for PPTP and L2TP
Name VPN Tunnel name

Server Address

VPN Server IP address.

User name As the configuration requested.
Password As the configuration requested.
Firewall Firewall For VPN Tunnel
Local IP Defined Local IP address for tunnel
Table 3-16 “L2TP Advanced” Instruction
On L2TP Advanced enable
Name L2TP Tunnel name
Accept DNS As the configuration requested.
MTU MTU is 1450bytes as default
MRU MRU is 1450bytes as default
Tunnel Auth L2TP authentication Optional as the configuration
requested.
Tunnel As the configuration requested.
Password
Custom As the configuration requested.
Options
Table 3-17 “PPTP Advanced” Instruction
On PPTP Advanced enable
Name PPTP Tunnel name
Accept DNS As the configuration requested.
MTU MTU is 1450bytes as default
MRU MRU is 1450bytes as default
MPPE As the configuration requested
MPPE Stateful | As the configuration requested
Customs As the configuration requested
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Table 3-18 “SCHEDULE” Instruction

On VPN SCHEDULE feature enable

Name1 VPN tunnel name

Name2 VPN tunnel name

Policy Support VPN tunnel backup and failover modes optional
Description As the configuration requested

Step 1 Please click "save” to finish.

---End

3.2.3 IPSec Setting

Status
Basic Network
WLAN
Advanced Network
Firewall
VPN Tunnel

GRE

VPN Client

IPSec
Administration

Debugging

Logout

IPSEC

IPSEC 1 IPSEC 2

Group Setup Basic Setup Advanced Setup

Enable IPSec
IPSec Extensions Normal v

Local Security Gateway 7
Interface 3G Cellular »
Local Security Group
Subnet/Netmask 192.168.1.0/24 ex. 102.168.1.0/24
Local Security

Firewalling

Remote Security
Gateway IP/Domain

Remote Security Group 7
Subnet/Netmask 10.0.0.0/24 ex. 192.168.88.0/24
Remote Security

Firewalling

3.5.3.1 IPSec Group Setup

Step 1 Please click “IPSec> Group Setup” to check or modify the relevant parameter.

Save Cancel
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Status IPSEC
Basic Network
WLAN
Group Setup Basic Setup Advanced Setup
Advanced Network
e Enable IPSec
VPN Tunnel
IPSec Extensions Normal 4
GRE
Local Security Gateway 7
VPN Client TErTacE 36 Cellular »
IPSec
e ;‘;‘;Aemgt'gag&““p 192.168.1.0/24 ex. 102.168.1.0/24
Debuggin
Loy Local Security
Firewalling
Logout
Remote Security
Gateway IP/Domain
Remote Security Group [, 5 004 ex. 102.168.88.0/24

Subnet/Netmask

Remote Security
Firewalling

Save Cancel

Table 3-1 “IPSec Group Setup” Instruction

parameter Instruction

IPSec Support Standard IPSec, GRE over IPSec, L2TP over
Extensions IPSec

Local Security | Defined the IPSec security interface
Interface

Local IPSec local subnet and mask.
Subnet/Mask

Local Firewall Forwarding-firewalling for Local subnet
Remote IPsec peer IP address/domain name.
IP/Domain

Remote IPSec remote subnet and mask.
Subnet/Mask

Remote Forwarding-firewalling for Remote subnet
Firewall

Step 2 Please click "save” to finish.

3.5.3.2 IPSec Basic Setup

Step 1 Please click “IPSec >Basic Setup ” to check or modify the relevant parameter.
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Status IPSEC
Basic Network
IPSEC 1 IPSEC 2
WLAN
Group Setup Basic Setup Advanced Setup
Advanced Network
i Keying Mode IKE with Preshared Key v
VPN Tunnel
= Phase 1 DH Group Group 2 - modpl024 ¥
VPN Cient Phase 1 Encryption 3DES (168-bit) v
1PSec Phase 1 Authentication MD5 HMAC (96-hit) v
Administration Phase 1 SA Life Time 28800 seconds

Debugging

Logout

Phase 2 DH Group Group 2 - modpl024 ¥

Phase 2 Encryption 3DES (168-bit) v
Phase 2 Authentication MD5 HMAC {96-hit) v
Phase 2 SA Life Time 3600 seconds

Preshared Key

Table 3-2 “IPSec Basic Setup” Instruction

Save

parameter Instruction

Keying Mode IKE preshared key

Phase 1 DH Select Group1, Group2, Group5 from list. It must be
Group matched to remote IPSec setting.

Phase 1 Support 3DES, AES-128, AES-192, AES-256
Encryption

Phase 1 Support HASH MD5 and SHA

Authentication

Phase 1 SA IPSec Phase 1 SA lifetime

Life Time

Phase 2 DH Select Group1, Group2, Group5 from list. It must be
Group matched to remote IPSec setting.

Phase 2 Support 3DES, AES-128, AES-192, AES-256
Encryption

Phase 2 Support HASH MD5 and SHA

Authentication

Phase 2 SA IPSec Phase 2 SA lifetime

Life Time

Preshared Key | Preshared Key

Cancel

Step 2 Please click "save” to finish.

3.5.3.3 IPSec Advanced Setup

Step 1 Please click “IPSec >Advanced Setup ” to check or modify the relevant parameter.
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Status IPSEC
Basic Network
WLAN
Group Setup Basic Setup Advanced Setup
Advanced Network
Gy Aggressive Mode
VPN Tunnel
Compress(IP Payload
GRE Compression)
VPN Client I e
IPSec Detection(DPD)
Administration ICMP Check
Debuggin
e IPSec Custom Options
1

Logout

IPSec Custom Options
2
IPSec Custom Options
3

IPSec Custom Options
4

Save Cancel

Table 3-3 “IPSec Advanced Setup” Instruction

parameter Instruction

Aggressive Default for main mode

Mode

ID Payload Enable ID Payload compress

Compress

DPD To enable DPD service

ICMP ICMP Check for IPSec tunnel

IPSec Custom | IPSec advanced setting such as left/right ID.
Options

Step 2 Please click "save” to finish.

---End

3.3 Administration

3.3.1 Ildentification Setting

Step 1 Please click "Administrator> Identification” to enter the GUI, you may modify the
router name, Host name and Domain name according to self-requirement.
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Status Router Identification
Basic Network
Advanced Network Router Name Router
Firewall

Hostname Router

VPN Tunnel

Administration
Identification
Time

Domain Name

Admin Access
Scheduler Reboot
SNMP

M2M Settings

Configuration

Logging

Upagrade

Reboot...
Debugging

Logout

Save Cancel

Figure 3-2 Router Identification GUI

Table 3-4 “Router Identification” Instruction

Parameter Instruction
Router name Default is router, can be set maximum 32 character
Host name Default is router, can be set maximum 32 character

Domain name Default is empty, support maximum up to 32 character, it is
the domain of WAN, no need to configure for most
application.

Step 2 Please click "save” to finish

----End
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Step 1 Please click “Administrator> time” to check or modify the relevant parameter.
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Status Time
Basic Network
Advanced Network Router Time Sat, 01 Jan 2000 09:03:52 +0800 Clock Sync.
Firewall
VPN Tunnel Time Zone UTC+08:00 China, Hong Kong, Western Australia, Singapore, Taiwan ¥
Administration
Auto Daylight Savings
Identification Time
Time
Admin Access Auto Update Time Every 4 Hours 7
Scheduler Reboot
Trigger Connect On
SNMP Demand
M2M Settings NTP Time Server Asia v

Configuration 0.asia.pool.ntp.org, 1.asia.pool.nip.org 2.3siz.pool.nip.org

Logging

Upgrade
Reboot..

Debugging

Logout

Save Cancel

Figure 3-3 System Configuration GUI

)

e CAUTION

If the device is online but time update is fail, please try other NTP Time Server.

Step 2 Please click “save to finish.

---End
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3.3.3 Admin Access Setting

Step 1 Please click “Administrator>Admin” to check and modify relevant parameter.

In this page, you can configure the basic web parameter, make it more convenient for
usage. Please note the “password” is the router system account password.

Status
Basic Network
Advanced Network
Frewall
VPN Tunnel
Administration
Identificaion
Time
Admin Access
Scheduler Reboot
SNMP
M2M Settings
Configuration

Logging

Upgrade
Reboot...
Debugging

Logout

WebAccess

Local Access
HTTP Access Port
Remote Access

Allow Wireless Access

Open Menus
Status
Basic Network
Firewall
VPN Tunnel
Advanced Network
Administration

Debugging

Password

Password

(re-enter to confirm)

HTTP
an

Disabled v

)

Figure 3-4 Admin Setting GUI

Step 2 Please click save iron to finish the setting

----End
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3.3.4 Schedule Reboot Setting

Step 1 Please click “Administrator>Schedule Reboot” to check and modify relevant
parameter.

Status Scheduler Reboot
Basic Network
Advanced Network Enabled
Firewall
Time 1:00 AM v
VPN Tunnel
Days 5un Man Tue Wed Thu Fri Sat Everyday

Administration
Identification
Time
Admin Access
Scheduler Reboot
SNMP
M2M Settings
Configuration

Logging

Upgrade
Reboot...
Debugging

Logout

Save Cancel

Figure 3-5 Scheduler Reboot Setting GUI
Step 2 Please click save iron to finish the setting

---End

3.3.5 SNMP Setting

Step 1 Please click “Administrator>SNMP” to check and modify relevant parameter.
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Status
Basic Network
Advanced Network

Frewall

VPN Tunnel
Administration
Identification
Time
Admin Access
Scheduler Reboot
SNMP
M2M Settings
Configuration
Logging
Upagrade
Reboot..
Debugging

Logout

SNMP Settings
Enable SHMP

Port
Remote Access

Allowed Remote
IP Address

Location
Contact

RO Community

161

(optional; ex: "1.1.1.1%, "1.1.1.0/24", "1.1.1.1 - 2.2.2.2" ")

router
admin@router

rocommunity

Save Cancel

Figure 3-6 SNMP Setting GUI

Step 2 Please click save iron to finish the setting

---End

3.3.6 M2M Access Settlng (Apply to M2M management platform

installation application only)

Step 1 Please click “Administrator>M2M Access” to check and modify relevant
parameter.

Status
Basic Network
Advanced Network
Firewall
VPN Tunnel
Administration
Identification
Time
Admin Access
Scheduler Reboot
SNMP
M2M Settings
Configuration
Logging
Upgrade
Reboot...

Debugging

Logout

m2m

M2M Enabled
Fail Action

Device ID

M2M Server/Port
Heartbeat Intval

Heartbeat Retry

Restart M2M ¥
10 (seconds)
10 (Range:10-1000)

Save Cancel
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Figure 3-7 M2M Access Setting GUI

Step 2 Please click save iron to finish the setting

---End

3.3.7 Configuration Setting

Step 1 Please click “ Administration> Configuration ” to do the backup setting

Status
Basic Network
Advanced Network
Frewall
VPN Tunnel
Administration
Identification
Time
Admin Access
Scheduler Reboot
SNMP
M2M Settings
Configuration
Logging
Upgrade
Reboot..

Debugging

Logout

Backup Configuration

Router_Router-4223_moes02d
Link

.cfg  Backup

Restore Configuration

Select the configuration file to restore:
MBS | SRR

Restore

Restore Default Configuration

Select... T Save

Total / Free MVRAM: 32.00 KB / 14.11 KB (44.10%)

Figure 3-8 Backup and Restore Configuration GUI

)

e’ CALUTION

Restore Default would lose all configuration information, please be careful.

Step 2 After setting the backup and restore configuration. The system will reboot

automatic

----End

ally.

www.wlink-tech.com -



hen Wlink Technology Co., LTD

H LINK ' T A B B AR T IR A F WL-R100 Series Router User Manual
3.3.8 Logging Setting

Step 1 Please click “Administrator> Logging” to start the configuration, you can set the file
path to save the log (Local or remote sever).

Status Syslog
Basic Network
Advanced Network Log Internally ]
Firewall
Log To Remote System | |
VPN Tunnel
Administration Generate Marker Every 1 Hour x
Identification Limit 60 (messages per minute / 0 for unlimitad)

Time

Admin Access
Scheduler Reboot
SNMP

M2M Settings
Configuration
Logging
Upgrade
Reboot...

Debugging

Logout

Save Cancel

Figure 3-9 System log Setting GUI
Step 2 After configure, please click “Save” to finish.

---End
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3.3.9 Firmware upgrade

Step 1 Please click “Administrator>firmware upgrade” to open upgrade firmware tab.

Status Upgrade Firmware
i Select the file to use:

S ifie bk [GamRt | Famim Upgrade
Firewall

VPN Tunnel # After flashing, erase all data in NWRAM memaory
Administration Current Version: Roumter-4. 2.2 3-180329-114644
Identification Free Memory: 53.52 MB  (aprox. size that can be buffered completely in RAM)
Time
Admin Access
Scheduler Reboot
SNMP
M2M Setfings
Configuration
Logging
Upgrade
Reboot..

Debugging

Logout

Figure 3-10 Firmware Upgrade GUI

m NOTE

When upgrading, please don’t cut off the power.

3.3.10 System Reboot

Step 1 Please click “Administrator>Reboot” to restart the router. System will popup dialog
to remind “Yes” or “NO” before the next step.

Step 2 If choose “yes”, the system will restart, all relevant update configuration will be
effective after reboot.

---End

3.4 Debugging Setting
3.4.1 Logs Setting

Step 1 Please click “Debugging>Logs” to check and modify relevant parameter.
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Status Logs
Basic Network
Advanced Network
Firewall

VPH Tunnel Find
Administration

View

Download Log File

Debugging » Logging Configuration
Logs
Ping

Trace Route

Logout

Figure 3-11 Logs GUI
Step 2 After configure, please click “Save” to finish.

---End

3.4.2 Ping Setting

Step 1 Please click “Debugging>Logs” to check and modify relevant parameter.

Status Ping
Basic Network
Advanced Network P Address baidu.com Ping
el Ping Count 10
VPN Tunnel
Administration Packet Size 56 (bytes)
Debugging
Logs
Ping Seq Address EX Bytes TIL RIT (ms) +/- (ms)

Trace Route

Logout

Figure 3-12 Ping GUI
Step 2 After configure, please click “Save” to finish.

---End

3.4.3 Trace Setting

Step 1 Please click “Debugging>Trace” to check and modify relevant parameter.

Status Trace Route
Basic Network
Advanced Network 1P Address Trace
Frewall -
Maximum Hops 20

VPN Tunnel
Administration Maximum Wait Time 3 {seconds per hop)
Debugging

Logs

Ping Hop Address min (@s) max (ms)  ave Gms)  H/- (ns)

Trace Route

Logout

www.wlink-tech.com -



IN K Shenzhen Wlink Technology Co., LTD
L 4 L FHTEAYBRERERAR .
YT R e B AR A= WL-R100 Series Router User Manual

Figure 3-13 Trace GUI

Step 2 After configure, please click “Save” to finish.

----End
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3.5 “RST” Button for Restore Factory Setting

If you couldn’t enter web interface for other reasons, you can also use this way.
For R100 Series, “RST” button is on the left or Ethernet port, for R100 Series, the button is
on the left of NET light. This button can be used when the router is in use or when the

router is turned on.
Press the “RST” button and keep more than 8 seconds till the NET light stopping blink.
The system will be restored to factory.

Table 3-5 System Default Instruction

Parameter Default setting
LAN IP 192.168.1.1
LAN Subnet Mask 255.255.255.0
DHCP server Enable
User Name admin
Password admin

i 4 NOTE

After reboot, the previous configuration would be deleted and restore to factory
settings.
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3.6 Appendix (GPS&OpenVPN only)
3.6.1 GPS Setting

Step 1 Please click “Advanced Network> GPS” to view or modify the relevant parameter.

Status
Basic Network
Advanoed Network
Port Forwarding
Port Redirecting
DMZ
Triggered
Serial App.
GPS
UPNP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunnel
Administration

Debugging

Logout

GPS

GPS Mode
Data Format

Server IP/Port

Heart-Beat Content

Heart-Beat Interval

Client ¥
M2ZM_FMT ¥

192.168.1.2 140002

5 (seconds)

Save Cancel

Figure 3-14 GPS Setting GUI

Table 3-6 “GPS” Instruction

parameter Instruction
GPS Mode Enable/Disable
GPS Format NMEA and M2M_FMT(WLINK)

Server |IP/Port

GPS server IP and port

Heart-Beat If choose M2M_FMT format, heart-beat ID will be packed
into GPS data.
Interval GPS data transmit as the interval time.

Step 2 Please click "save” to finish

m NOTE

M2M_FMT Format as below.

1. GPS data structure.

Router ID, gps_date, gps_time, gps_use, gps_latitude, gps_NS, gps_longitude, gps_EW,
gps_speed, gps_degrees, gps_FS, gps_ HDOP, gps_ MSL
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2. Example

0001_R081850ac,150904,043215.0,06,2234.248130,N,11356.626179,E,0.0,91.5,1,1.2,9

7.5

3. GPS data description

Field Name Format Example Description
No.
1 Router ID String 0001 _R081850 | 0001 customizable product
ac ID.
router indicator.
081850ac Last 8digits of
routers MAC address.
2 gps_date yymmdd 150904 Date in year,month,day
3 gps_time hhmmss.ss | 043215.0 UTC Time, Time of position fix.
s
4 gps_use numeric 06 Satellites Used, Range 0 to 12.
5 gps_latitude ddmm.mm | 2234.248130 Latitude, Degrees + minutes.
mm
6 gps_NS character N N/S Indicator,N=north or
S=south.
7 gps_longitude | ddmm.mm | 11356.626179 Longitude, Degrees + minutes.
mm
8 gps_EW character E E/W indicator, E=east or
W=west.
9 gps_speed numeric 0.0 Speed over ground, units is
km/h.
10 gps_degrees numeric 91.5 Course over ground, unit is
degree.
11 gps_FS digit 1 Position Fix Status Indicator,
12 gps_HDOP numeric 1.2 HDOP, Horizontal Dilution of
Precision
13 gps_MSL numeric 97.5 MSL Altitude, units is meter.

3.6.2 OpenVPN Demo (TAP Mode

1) Network topology
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LAM: 192.168.49 -
193168 2100

WL-R210

WL-R210
|

l

Public 1P :
11311 238 44

Celul
il Internet . E."" LAN: 19216821 -

2) OpenVPN Server Config Demo

Status
Basic Network
WLAN
Advanced Network
Firewall
VPN Tunnel
GRE
OpenVPN Server
OpenVPN Client
VPN Client
Administration
Debugging

Logout

Status
Basic Network
WLAN
Advanced Network
Firewall
VPN Tunnel
GRE
OpenVPN Server
OpenVPN Client
VPN Client
Administration
Debugging

Logout

192.168.2.48
1:;:::2 55 — — —— — — — — Router 1P 19216821
h e Chient OPEI'IVPN Tunnel Server

OpenVPN Server Configuration

Advanced Keys Status

Start with WAN ¥

Interface Type TUN *

Protocol upp v

Port 1194

Firewall Automatic ¥

Authorization Mode TLS v

Extra HMAC =

authorization (tls-auth) Disabled Y

VPN subnet/netmask 10.8.0.0 2553553550
Start Now

Save Cancel
OpenVPN Server Configuration
Basic Keys Status

Poll Interval 0 (in minutes, 0 to disable)

Push LAN to clients 4

Direct clients to @

redirect Internet traffic

Respond to DNS =

Encryption cipher Use Default v

Compression Adaptive ¥

TLS Renegotiation Time -1 (in seconds, -1 for default)

Manage Client-Specific =1

Options -

Allow User/Pass Auth =

Custom Configuration

4
Start Now
Save Cancel
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Status OpenVPN Server Configuration
Basic Network
m Server 2

LAl Basic Advanced Status
Advanced Network )
ey For help generating keys, refer to the OpenVPN HOWTO.
VPN Tunnel FIPURPCUU TE TUGYA T LU OAY U WIDUC TOD LV LIMICH YW EHHE UOF T OO HuDyiny =
GRE HQ4EFgQUR18dizrp+ZC7mO8L/uQFIRWgOjagwacYGA1UdIwSBviCBu4AUR18dizrp
+ZC7mOBL/uQFORWgOjihgZekgZQwgZExCzAIBgNVBAY TAKNOMQswCQYDVQQIEWIH
OpenVPN Server RDELMAKGA1UEBXMCU10xD TALBgNYBAD TBFRFUL1QxFDASBONVBASTC29wWZWS52cG50

4 ority ZXNOMRAWDGYDVQQDEwWdURVNUIENBMRAWDgYDVQQpEwWdFYXNSUINBMRBWHQ YIK0ZI
Cerpiicate uth hveNAQKBFhBOZXNOQGY4 YW1 wbGUUY29tggkA45e3cv19g0YWDAYDVROTBAUWAWER

OpenVPN Client

VPN Client JZANBgkghkiGewOBAQSFAAOQCAQEASDhZAPdBKZVT bz8wzryoX2yZ6eX YI3hWz9o0wW]
F73ISsnDzUiKUgh5sPUW4W3UIF TdBwLIQQkpihi30hAyGdgfQP7Hd2]0xI6Mkr -
Administration 03R530+MXgiSeNavwtQICPblOKScygohFggOoeD+ceSNUEATUIFMIAQVILIDRES P
Debugging ——BEGIN DH PARAMETERS—
MIBCAKCAQEABFSIVDAIMKWE+GShyF17hMN4MMNM/KIOkYog+dSNESD+Y7HYB+tn1
Logout wNr8dkiZR8kKhpK\WzSsRpSXfESoX/ Idsctos1fmBI2pLMyIs0QELtEVhS3nkiwwy
B ofgaknbhKZb,/Wecm61IpwBxeBoz] ARVIUGINSAQAQpk2cagW/LVA+3Yhe4g05pHzsd
Server Certificate VkgHHCZTIBNjaoore7K50c2/ GuhLIr+tHIP1qg0AThBeRGI+paVidc2vQmkVhS TA

+b/wEwO41NMBO6dvIBIS TsdVadsk2QgisCWi+oX8Xovm8yf/ UIBLIBLXFFSUOSTY
WOTugcABXoR0Okgb1p7awbITgpHiL1gP/awIBAg==
—END DH PARAMETERS—-

IDCBKTELMAKGAIUEBhMCQ04xCzAIBgNVBAGTAKAEMQswCQ YDV QQHEWI TWIENMASG i
A1UEChMEVEVTVDEUMBIGALUECXMLb3BIbnZwbnRIc3QxEDAOBGNVBAMTB1RFU1Gg
QOEXEDAOBgNVBCKTBOVhc3ISUDExHzAdBokghkiGOwOBCQEWEHRIC3RAZXhhbXBs
Z55jb22CCQDhI7 dy/X2A5jATBgNVHSUEDDAKBagrBgEFBQCcDATALBgNVHQBEBAMC
Server Key BaAwWEQYDVRORBAowWCIGC2VydmyyMADGCSgGSIb3DQEBCWUAA4IBAQAPMOgOVbI7
U2rX+SXR63BA0QMosLWUDT [ 10xb Y6HIdD3/ CobHOIHX2nKrOACB2S51LfBMsCH
v4IC88aN+A4HUS2185th 8] 5F2NEIMB4 MyZ +A+uaxsp4 YwD7 eeOvinel dKigOLd
GF5idBCIF7£G5hma4rHbLWalLC2rpemVQranXAu2b9B2/Zi3/h+qpaligizIzhoy
45152ZECWI0+yZwWWXE0d 2SKIAW0YRZMIDO9SnX8Gcl sBeifLdON3ZuCO4izMKyp3 A
VHFBRAPUUUYSLVY A WRUSULSHUUALIGUCLIMIUSOPINTLYZP EXUDMASSULZUNHELH LA TIK
T¥s5YLo2Y10xNGnokKlwGtoN7aMhRCdKrACaisd1tSKrgP3phywdgulhXIAMk159c
eLbhnv/NEewKBaQDIe/Sug+3kNYBU4X3DOSMNLBwWVDFdbhHIZbvb+ QO8N0 Yag
KI+5ula2 2117 0hxVEvL*35 YkSyOp3UkS/f1aPI1 7ZP CikkaFLIrb GXMIEKQCRG+z

Diffie Hellman Q41 UdyzISScWaWePRgl YOy2MxBscDpOSBgFREINCZM3/ VxoW+NgZ TGQKBgBxp

parameters G0Z3G/dSRx47yVbzDEHUI05yvBigZNg8bOHLY OBwhbMTBNEEAUMAT hKSwwMLX Wi
ESfgM/jIATEK3k1 ApopN2/LW5fDLLA3Ir40HY e YguUa4hOPWSbYhrloxGIZbiwG
Ev/IP4uLSiZezMeqm7ZnDVg/OIPUGi2IADaG+/ibA0GAZW+VSEpwWBwWNO583r8 et

3) OpenVPN Client Config Demo

Status OpenVPN Client

Basic Network
Client 1 Client 2

WLAN

Advanced Keys Status
Advanced Network

Firewall

Start with WAN ]
VPN Tunnel
Interface T TUM ¥
GRE ype
OpenVPN Client Protocol upp v
PPTP/L2TP Client Server Address/Port 211.165.59.162 1194
PSec Firewall Automatic ¥
Administration o
Authorization Mode TLS v
Debugging
Username/Password =]
Authentication B
Logout
HMAC authorization Disabled v

Create NAT on tunnel ]

Start Now

Save Cancel
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Status
Basic Network
WLAN
Advanced Network
Frewall
VPN Tunnel
GRE
OpenVPN Client
PPTP(L2TP Client
PSec
Administration
Debugging

Logout

Status
Basic Network
WLAN
Advanced Network
Firewall
VPN Tunnel
GRE
OpenVPH Client
PPTR/L2TP Client
PSec
Administration

Debugging

Logout

-- THE END

OpenVPN Client

Client 1 Chent 2

Basic

Poll Interval

Redirect Internet
traffic

Accept DNS
configuration

Encryption cipher
Compression

TLS Renegotiation Time
Connection retry

Verify server certificate

(tls-remote)

Custom Configuration

Start Now

OpenVPN Client

Advanced Keys Status
1] (in minutes, 0 to disable)
=
Disabled ¥

Use Default id

Adaptive ¥
-1 (in seconds, -1 for default)
30 (in seconds; -1 for infinite)

Save

Basic

Advanced

For help generating keys, refer te the OpenVPN HOWTO.

Certificate Authority

Client Certificate

Client Key

Start Now

4gR3GUDLE Y CPD G4 HWeiTan /d 1 200RU3 1X+3GUSTZUTybINDRETVIORbANXWHE
Yevglhixqw+BETy73Eeqip42E55L7 Q1 kEVAK1 U280ZY Ye059b155KPtAaGBAKwT
RrmzplwF2ivylisgVeW 1 A4 VkII67sTRYOLILXal/vY Y7 ChiKpalZ8d0Z5MBHO76
qCSR+3AQKBEW/ +0aNfP7mMHFSgkGPe01Vy34 N cu+B1F8%arWBMIZSBWignWAIKDT
el WAEHZWXFXb9z2 5iRZZ7 AHNCAZCA04F4 YrepHADG AALSIO frcMakvTe801dZ
EQKAKWrI3QbhIIWaM0jSho6SEQFXUVSGCWkr5g39mY 1ER+HZzNacezStnKfiuHaG
HhnX3fNeBREQRueBP+vQCSUdc9BucrwqSgURZbOCOaVaE4fHvP1acq2 7INGrZvR
uHpoglCBODY4qiSL/ 117 RxI=

—FEND PRIVATE KEY—

C5gG5Ib300EIARY QALY ZdEBle GFLCGXILMMNVD Y UAUERT3LYT YD mMBMGALTUDIQUM
MAOGCCSGAQUFBWMCMASGAT UdDWQEAWIHgDASEQNVHREECZAIggdibGIbn QxMADG
CSgGSIb3DOEBCwWUAA4IBAQBIsBT8yYPS6d2uvniyrnsCEELSt5e]SSuGOAVIR20RN
ZK6T9talVaW CohhkaxeSyMyX7Dal2oyggrap=UTSFZE3LynbcCse37 ovilyhelre
KCchIWkYFaDpzxVrhobBup+R3L8 TIbSCHnwWKES 3/ q+uAaWWatvyrvgzPsYCr3l/ 3
hg8oMN2gdc02UhGwk+006lp23bLNRWINGLYUQOKT maFg YLXd TUDNVVZ 2gnpdWsSnx
4UmRHpGW TjM2fnVEMIs4 5rDSELQBLLD YDMeWGAQD/ fM62B+gi9VmguskremgDRZ|
BhgjdyvOvOn7WRENW/ZhIRFBrm\WhU Salin3ai+szilx/

—END CERTIFICATE—

QKIWarPufRCMIgVILzbalo2 +68c3rg1PMp Y pHEZUXUWOX4Xh3e7r37b7ppuG TMg
bHSpFarabvazod+Yh/SWGEwvRNUDye9B96skashDO3z86nUNYO+peNNruuySwHTk
WIulfct+L+DEf3 TEKFTBI SqHNK7BIQOCEI5LF1oM7 mPNGMheiA4kec BZTOI/Pu
YIYWpCou TP YcGvxYQIOP14C7 GxybQwibbcHYOBmMov1 MCAWEAAZOB+ TCBIABONY
HQ4EFgQUh18dierp+ZC7mOsL/ uQFORWgOjgwacYGALUdIWSBvCBu4AUN 1 8dizrp
+ZC7mO8L/uQFORWGOjihaZekgZQwaZExCzAIBgNVBA Y TAKNOMQswCQYDVQQIEWIH
RDELMAkGA1UEBxMCU10xD TALBgNVB A0 TBFRFU1 QxXFDASBgNVBASTC29wWZWS2cG50

ZXNOMRAWDg YDVQQDEwdURVNUIENBMRAWD g YDVQQpEwWdFYXNSUINBMRBWHQ YIKoZI

hveNAQKBFhBOZXNIQGV4 YW1wbGUUY29tagkA4Se3cv1 900 YWDAYDVRITBALWAWES

Cancel
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